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Use of Information and Communications Technology

1. Purpose

The purpose of this policy is to establish requirements for the secure, effective and appropriate use of
information and communication technology (ICT) by the Digital Governance Council (DGC) when conducting
conformity assessment activities.

This policy is intended to ensure that the use of ICT:

e  maintains the security and confidentiality of information;

e s agreed upon with the organization being assessed before use;

e does not compromise the integrity of the conformity assessment process;

e is appropriate to the conformity assessment objectives and associated risks;

e isused by competent personnel;

e isappropriately reflected in conformity assessment planning, duration, reporting and records; and

e supports DGC's alignment with applicable IAF mandatory requirements governing the use of ICT for
conformity assessment purposes.

2. Scope

This policy applies to DGC personnel, assessors, technical experts, contractors and other persons acting on
behalf of DGC who use ICT in connection with conformity assessment activities.

Examples of the use of ICT for conformity assessment activities may include, but is not limited to:

e Meetings and interview; by means of electronic meeting systems, including audio, video and data
sharing;

e Audit/assessment of documents and records by means of remote access, either synchronously (in
real time) or asynchronously (when applicable);

e Recording of information and evidence by means of still video, video or audio recordings; and

e Providing visual/audio access to remote or potentially hazardous locations.

This policy applies whether ICT is used to conduct all or only part of a conformity assessment activity.

3. Security and Confidentiality
3.1 Protection of Information

DGC shall protect the security and confidentiality of electronic information or information electronically
transmitted through ICT during conformity assessment activities.

DGC shall also protect the privacy of individuals in accordance with applicable contractual obligations, privacy
and data protection legislation when using ICT for conformity assessment purposes.

Appropriate safeguards shall be selected according to the nature and sensitivity of the information and may
include:

® access controls based on business need;

e  multi-factor authentication;
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encryption of information in transit and, where appropriate, at rest;
secure file-sharing mechanisms;

restrictions on downloading or local storage;

approved ICT platforms and devices;

appropriate retention and disposal controls;

restrictions on recording conformity assessment activities;

controls over screenshots, photographs, video or audio recordings;
secure deletion of temporary information;

confidentiality obligations for DGC personnel and external experts; and

incident reporting and response procedures.

ICT used for conformity assessment activities shall be approved or otherwise assessed by DGC as appropriate

before use.

Assessment personnel shall not use unapproved personal applications, consumer file-sharing services or other
unauthorized technologies for storing or transmitting confidential conformity assessment information.

3.2 Agreement on the Use of ICT

Before ICT is used for conformity assessment activities, DGC and the organization being assessed shall mutually
agree on its proposed use.

The agreement shall address, as applicable:

the technology or platform to be used;

the conformity assessment activities to be conducted using ICT;
confidentiality requirements;

privacy and personal information considerations;

restrictions relating to recording, photography or screen capture;

access to systems, records, personnel or virtual environments;

any client-specific security requirements;

any applicable information security and data protection requirements; and

responsibilities of the parties.

Evidence of this agreement shall be retained as part of the conformity assessment records. Agreement may be
documented through a pre-engagement scoping plan, email confirmation, engagement agreement, or another
controlled record.
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3.3 Alternative Methods

Where DGC determines that applicable information security or data protection requirements cannot be
fulfilled through the proposed ICT method, or where DGC and the organization being assessed cannot reach
agreement regarding the use of ICT, DGC shall use an alternative conformity assessment method to fulfill the
applicable assessment objectives. This may include alternative technology to securely transmit evidence,
telephone interviews, controlled document review or an on-site assessment.

4. Planning and Risk Management
4.1 ICT Risk and Opportunity Assessment

DGC shall identify and document the risks and opportunities associated with the proposed use of ICT that could
affect the effectiveness of the conformity assessment activities.

The assessment shall document, as applicable:
e the proposed technologies to be used;
e how the proposed technologies are managed;
e information security, confidentiality and privacy risks;
e reliability and availability of the technology;
e |imitations on access to, observation of, or verification of relevant evidence;
e risks affecting the validity or objectivity of evidence obtained through ICT;
e competence of participants to use the proposed technology; and

e opportunities to improve assessment effectiveness without compromising conformity assessment
integrity.

The identified risks and opportunities, and the measures used to address them, shall be documented in the
assessment plan or other applicable DGC documentation.

Where risks cannot be adequately controlled, ICT shall not be used for the affected conformity assessment
activity.

4.2 Technology and infrastructure readiness

Where ICT is proposed, DGC shall determine during the pre-engagement planning stage whether the parties
involved have the infrastructure necessary to support the proposed ICT.

This review shall consider, as applicable:
e familiarity with the proposed technology;
e availability and compatibility of required technology and connectivity;
e ability to securely access and exchange relevant information and evidence; and

e any material technical or access limitations that could affect the conformity assessment.

Where appropriate, DGC may conduct a connectivity or technology test before the conformity assessment.
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Material limitations identified during this review shall be addressed before the relevant conformity assessment
activities are conducted.

5. Conformity Assessment Planning

The conformity assessment plan shall identify how ICT will be used and the extent of its use for conformity
assessment purposes, considering the risks and opportunities identified in Section 4.1.

ICT shall be used to support the effectiveness and efficiency of the conformity assessment without
compromising its integrity.

The conformity assessment plan shall identify:
e the activities to be conducted using ICT;
e the ICT methods or technologies to be used; and

e any limitations or alternative arrangements necessary to maintain the integrity of the conformity
assessment activities.

6. Competence of Personnel

DGC shall ensure that conformity assessment team members and other persons involved in ICT-enabled
conformity assessment activities (e.g. technical experts) have the competence and ability necessary to use the
technologies employed to achieve the conformity assessment objectives.

Competence shall include, as applicable:

e  ability to use the ICT employed for the conformity assessment; and

e awareness of ICT-related risks and their potential impact on the validity and objectivity of
information gathered.

DGC shall maintain appropriate evidence of assessor competence, training, or experience relevant to the ICT
methods being used.

7. Conformity Assessment Time and Duration

The use of ICT shall be considered when planning the time and duration of conformity assessment activities.
DGC shall account for additional time that may be necessary for:

e ICT planning;

e coordination with the organization being assessed;

e transfer or review of electronic evidence;

e resolving technical issues; and

e other activities necessary to support effective ICT-enabled conformity assessment activities.

8. Conformity Assessment Reports and Records

Where ICT is used, the conformity assessment report and related assessment records shall identify:
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e the extent to which ICT has been used in carrying out conformity assessment activities;
e the conformity assessment activities conducted using ICT; and

o the effectiveness of ICT in achieving the conformity assessment objectives.

DGC shall retain records relating to ICT use in accordance with its applicable record retention requirements.

9. Virtual Sites

For the purposes of this policy, virtual site are virtual locations where a client organization performs work or
provides a service using an on-line environment allowing persons irrespective of physical locations to execute
processes.

When virtual sites are included within the scope of a conformity assessment, DGC shall document the virtual
sites and relevant activities performed at the virtual sites.

10. Review and Continual Improvement

DGC shall review this policy periodically and when there are material changes to:
e applicable IAF mandatory documents;
e accreditation requirements;
e conformity assessment programs;
e information security or privacy requirements;
e technologies used by DGC; or

e identified risks relating to ICT-enabled conformity assessment.
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